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1. Overall Description:

SA6 is working on the architecture for enabling edge applications in Rel-17. SA6 TS 23.558 has several security requirements that are in scope of SA3 to resolve:

5.2.6.2
Requirements

[AR-5.2.6.2-a]
The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the Edge Enabler Client. 

[AR-5.2.6.2-b]
The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the Edge Application Servers. 

[AR-5.2.6.2-c]
Communication between the functional entities of the application layer architecture shall be protected.

[AR-5.2.6.2-d]
The authentication and authorization for the use of Edge Computing services shall support the deployment where the functional entities providing the Edge Computing services are in the same trust domain as the 3GPP system, different trust domains or both. 

[AR-5.2.6.2-e]
The application layer architecture shall support the use of either 3GPP credentials or application specific credentials or both for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.

[AR-5.2.6.2-f]
The application layer architecture shall support mutual authentication and authorization check between clients and servers or servers and servers that interact.

[AR-5.2.6.2-g]
The application layer architecture shall support Edge Application Servers to obtain user's authorization in order to access to user's sensitive information (e.g. user's location).

We need authentication and authorization procedures when the Edge Enabler Client registers with Edge Enabler Server and Edge Configuration Server (clause 8.4.2 and 8.3.2):
Editor's Note:
The required authentication and authorization procedures required to receive the relevant security credentials is FFS and in scope of SA3.

Editor's Note:
The authorization procedure required to enable communication with the Edge Configuration Server is FFS.

SA6 would like to request SA3 for solutions that fulfil SA6 security requirements. 
2. Actions:

To SA3 group.

ACTION: 
SA6 asks SA3 to kindly provide security related solutions that are needed for SA6 architecture for enabling edge applications in Rel-17.
3. Date of Next SA6 Meetings:

SA6#38 20th – 30th July 2020
e-meeting
